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ANSWER QUESTION ONE AND ANY OTHER TWO QUESTIONS




QUESTION ONE

(COMPULSORY) [30 MARKS]
(a) Explain where Organization carry out audit [2 marks]
(b) Explain risk based audit [4 marks]
(¢) List any two attributes of good auditor [2 marks]
(d) State any four principles in digital forensic [4 marks]
(e) Explain the role of expert in court of law [4 marks]
() Explain how You can apply the scientific method in digital investigations
[4 marks]
(2) Discuss the assertion that no laws in Kenya governing computer cnme[4 marks]
(h) After carrying out an audit illustrate a typical report [6 marks]
QUESTION TWo [20 MARKS]
(a) Explain how You would conduct an closing audit meeting in [6 marks]
(b) Your have been contracted to carryout and ISMS audit in Kibabii University
Provide an audit plan to carry out the audit [14 marks]
QUESTION THREE (20 MARK)
(a) Based on the ISO 27001:2013 standard outline the basic attributes of the security
policy should have. [6 marks)]
(b) lustrate risk assessment process [14 marks]
QUESTION FOUR (20 MARKS)
(a) Explain aspect of code conduct for professional that you know of [ 6 marks]
(b) Describe how you handle the scene of ctime as first responder [6 marks]
(¢) Explain any four ways which computers can be used in Crime [8 marks]
QUESTION FIVE (20 MARKS)
(a) Describe how you could carry out digital forensic on hard disk [8 marks]
(b) With aid of any three examples and based on the SO 27001; 2013 explain the
statement of applicability. [12 marks)
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