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QUESTION ONE [30 MARKS]

2. Define the term Web application security [2 Marks]
5. There many common web app security vulnerabilities, Discuss any three. [6 marks|
¢. Explain two functions of a Web Application Firewall (WAF) [2 Marks]|
d. Define the role of the following cyber security personnel; [6 marks]

€. Asasoftware developer there are some Tips developers should remember to protect

and secure information. Mention any five. [5 Marks]
State and Explain four legal issues used to protect your App [4 marks]
g- Explain five computer security threats [5 Marks]|

QUESTION TWO |20 MARKS]

What is a security risk assessment? " [2 Marks]
There are four steps of coming up with a successful security risk assessment model.

Explain them [4 Marks]
What problems does a security risk assessment solve? [4 marks]
Web development is expediting at an aggressive rate. State and Explain five challenges

experienced in web application development [10 Marks]

QUESTION THREE [20 MARKS]

Explain four ways of Effectively Managing Security Risks [4 Marks]
Discuss the Importance of an Information Security Policy [2 Marks]
Discuss the following elements when developing an information security policy
[14 Marks]|
i.  Purpose

Audience

Information security objectives

Authority and access control policy

Data classification

£¥2ia support and operations

L

Security awareness and behavior
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QUESTION FOUR |20 MARKS]
State five Best Practices for Drafting Information Security Policy [10 Marks]

Physical security needs to be established in every Web Application system. Explain three

techniques for establishing physical security [6 Marks]
What is Data Encryption in Network Security? [2 Marks]
Explain Encryption Works [2 Marks]

QUESTION FIVE [20 MARKS]

Define a Digital Signature [2 Marks]

Digital signature 1s divided into 3 types, Name them and explain each one of them

[6 Marks]
Discuss the three uses of Digital Signatures [9 Marks]
Explain how Digital Signatures work [3 Marks]
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