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Abstract: There various algorithms that can factor large oes but very few of these algorithms run in
polynomial time. This fact makes them inefficiéhte apparent difficulty of factoring large integassthe basis of
some modern cryptographic algorithms. In this paper propose an algebraic approach to factoring cosite
integer. This approach reduces the number of dtepdfinite number of possible differences betweaanprimes.
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1.0 Introduction

There are no known algorithms which can factorteahy large integers efficiently. Probabilistic aighms such as the
Pollard rho and Pollarg-1 algorithm are in most cases more efficient tti@ntrial division and Fermat factorization
algorithms [6]. However, probabilistic algorithmarcfail when given certain prime products: for epdanPollard's rho
algorithm fails forN = 21.. Integer factorization algorithms are an int@ot subject in mathematics, both for complexity
theory, and for practical purposes such as datarisgon computers [3]. From [5], the differencestlseen consecutive
primes provide an important base in developing approaches in integer factorization.

2.0 Basic concepts

2.1 Prime Numbers

An integerp = 2 is prime if it has no positive divisors other thiiand itself. An integer greater than or equé tbat
is not a prime is composite.

2.2 Lemma
An integern > 2 is composite if and only if it has factasandb such thatl < a <nandl < b < n.

Proof

Letn > 2 The ‘if direction is obvious. For ‘only if', assne thatn is composite. Then it has a positive integer
factora such thata # 1 anda # n. This means that there isbawith n = ab. Sincen anda are positive, so ib.
Hencel < a and1 < b. By Divisibility properties of integersy < n andb < n. Sincea # 1 anda # n we have
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1 < a < n. If b =1 thena = n, which is not possible, 9o+ 1. If b = n thena = 1, which is also not possible. So
1 < b < n, finishing this half of the argument [6].

2.3Lemma
If n > 1, then there is a primgsuch thap | n.

Proof

Let S denote the set of all integers greater thérat have no prime divisor. We must show that 8mpty. If S is
not empty then by the Well-Ordering Property it masmallest member; call it m. Naw > 1 and has no prime
divisor. Then m cannot be prime (as every numbardgvisor of itself). Hence m is composite. Theref(by result
above)m = abwherel < a <m and1 < b < m. Sincd < a < m, the factor a is not a member of S. So a must
have a prime divisop. Thenp | aanda | m so by divisibility properties of integerp,| m This contradicts the
assumption thah has no prime divisor. So the set S must be enjty [

3.0 Existing Integer factorization algorithms

3.1 Trial Division

Trial division is brute- force method of findingdivisor of an integem by simply plugging in one or a set of
integers and seeing if they divide Repeated application of trial division to obtttie complete prime factorization
of a number is called direct search factorizattemindividual integer being tested is called altdiisor [1].

3.2 Direct search factorization

Direct search factorization is the simplest (andstr@mple-minded) prime factorization algorithm.ctinsists of
searching for factors of a number by systematigadisforming trial divisions usually using a sequen€ increasing
numbers. Multiples of small primes are commonlyleaed to reduce the number of trial divisors, lust jincluding
them is sometimes faster than the time requiresktdude them. Direct search factorization is vemsfficient, and
can be used only with fairly small numbers.

When using this method on a numheronly divisors up tdn| (where|x] is the floor function) need to be tested.
This is true since if all integers less than thad been tried, then

n
W<\/ﬁ €]

In other words, all possible factors have had thefactors already tested. It is also true thatermvthe smallest
prime factorp of n is> ¥/n, then its cofactom (such thak = pm) must be prime. To prove this, suppose that the
smallestp is> 3/n. If m = ab, then the smallest valueandb could assume ig. But then

n=pm=pab=p3>n 2)

This cannot be true. Therefore,must be prime, sa = p,p, [1].
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3.3 The logarithm estimation algorithm

The fundamental theorem of arithmetic states thatyepositive integer can be written uniquely agraduct of
primes, when the primes in the product are writtenon decreasing order. The fundamental theorearitifmetic
implies that any composite integer can be factoket.n be a composite integer a product of two pam and q
which are not necessary equal but close as isénREA [3]. Now clearly the logarithm of the two ipes is
approximately %2 (log n). After the approximate lattan has been obtained the nearest prime can teendieed
through direct search. For example 21, first 1@y 21) = 07563, the nearest primes with this 3 anBor Blum
integers, which has extensively been used in thmailo of cryptography, are integers with fopftg*z, where p
and q are different primes bot83 mod 4 andk, and k, are odd integers. These integers can be dividedypes:

1. M =pq, hencdogp = 1/2 (log M) = logq, the actual values qf andqg can be estimated from primes

nearest to the integer equivalentitf.
2. M =pkip*k2 where at least one d&f and k, is greater than 1, hendg logp ~ 1/2 (logM) = k,logp
similarly thep,** andp,*2 can be estimated &31.

This estimation algorithm reduces the number gbstdat can be used determine the prime factor®wiposite
integers [5].

4.0 The Proposed Algebraic Approach

This section discusses the results of the reseArstudy of differences of consecutive primes rév¢@nds that we
exploit in this paper.

4.1 Twin primes

Twin primes have a difference of 2. Thupindqg are any two consecutive twin primes then the prbggcan be
given by(n — 1)(n + 1). Now consider a composite integar= pq that is a product of twin primes. Then

m—-1Dn+1)=m

Taking the appropriate value ofto be approximatelg thenq follows at once.

4.2 Blum integers

A Blum integer is a composite integer that is adpict of two primes both congruent to 1 modulo 4e Tifference
between any two such consecutive primes is 4. Tfhuandq are two primes both congruent to 1 modulo 4, then

lp—ql =4
Therefore if we lep to be sayn-2 andq to be say+2, then a Blum integen = pq
n—-2)(n+2)=m

n>—4=m
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n=+Vvm+4

An appropriate value af gives us approximaggandq hence the prime factors of our composite integer.

4.3 Other composite integers

In this section we consider other composite integenich are products of primes with difference$p8, 10, 12,
14, 16 e.t.c. now just like the case of Twin andmBlintegers, ifn = pq is any composite integer, with difference
of say 6, then clearly

lp—ql=6
Thus if we letp = n — 3 andq = n + 3 then a composite integer = pq
n-3)(n+3)=m
n?-9=m
n?=m+9
Thereforen = +vm +9
An appropriate value af gives approximate values of the prime factordhiefdomposite integer.

For any general composite integer= pq, with the differencdp — q| the prime factors are approximately

2
n=m+ (554 Q
Using the relation (3), we can obtain prime factafrsomposite integers on condition that the intége product of
two primes no matter how large. This method redubessteps that lead to factorization of a largegar to say
polynomial time. If for example we take the caseR&A cryptosystem which is based on the prime fazttion
problem in which the primes are relatively cloges steps taken to arrive at the prime factors ezatly reduced.
This then can be done in polynomial time.

5.0Results

A comparison of the approach above with other dlgaors like the trial method, the direct search, @eneral
Number Field Sieves [2], the logarithm method shawvgreat reduction in the number of steps. Thebalje
approach uses differences, which repeat themselasss the set of primes. Considering any two autse
primes which are sufficiently large, we find thhetdifference ranges approximately between 2 and\@tking
with this approach makes the number of steps tweaat the prime factors to the number of even rensitin this
range. Then the question is how large a compasiegér can be to be efficiently decomposed by tperithm? If
this approach is combined by the logarithm theniatgger no matter how large can be factored thowigih some
bit of approximation.
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6.0 Conclusion

The algebraic approach brings out important reisatthat can be exploited in the quest of effitiefactoring
large composite integers. Though this puts therggaof the world’s money and many government secee risk,
it's an important move in the growth of knowledgehe algorithm runs in polynomial time.

If a study can be carried to establish the maximdifference between two consecutive primes and their
relationships, this will strengthen the approacterfptographic primitive based on these differerisedso likely to
be probabilistic and very efficient and commergiailable comparable to the RSA and ECC.
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