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Question one

a) Critically examine the concepts of Confidentiality, Integrity and Availability as applied in
Information security. (15 Marks)

b) Explain the application of ICT tools in crime management. (15 Marks)
Question two

As a security officer in an organization, explain the administrative controls you can implement to
safeguard computer data and programs against threats to Confidentiality, Integrity and
Availability. (20 marks)

Question three
a) Examine the FIVE forms and extent of cyber-crimes in Kenya (10 marks)
b) Describe the measures put in place by the Kenyan government to fight cyber-crime. (10 marks)

Question four

Critically analyze child pornography by laying emphasis on the history, extent and obstacles to the

investigation of the vice.
(20 marks)

Question five

The advent of the Internet as a cheap vehicle for transferring information electronically to all parts
of the world and its inherent lack of security has inspired the use of encryption as a protection for
sensitive information. Discuss this statement with eyes on cryptography.

(20 Marks)



